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Unlocking security by encrypting 
your PostgreSQL

Status and story of pg_tde
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News flash
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Out of the top popular databases PostgreSQL is 
the only one that does not have TDE

… well not an open source one at least 
(as proprietary closed source solutions with TDE based on PostgreSQL exist)

Source DB-Engines Ranking

https://db-engines.com/en/ranking
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So what, I can encrypt my filesystem, you may say…
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Typically we find it more of 
an AND than an OR case

You may and in some scenarios you should. 

Regulators compliance is a 
demanding set of requirements
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PCI DSS 4.0 - example of compliance requirements

31 March 2025

3.2.1 EOL

17 May 2018

3.2.1 release

11 June 2024

4.0.1 release

31 March 2022

4.0 release

Payment Card Industry Data Security Standard

disk encryption can't be the 
only means of rendering 
cardholder data unreadable.

Yes, that’s (among 
others) TDE
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So how do we fix it?
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Percona Server 
for PostgreSQL pg_tde extension

Extended PostgreSQL APIs:
● Storage manager
● WAL
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So how do we fix it?
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What’s included?
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● GA Scope: 
○ Extensibility points in PostgreSQL Server

■ Contributed to PostgreSQL Community
○ Fully open source extension

■ Multi-tenant support in envelope encryption model
■ Online data encryption on table level granularity
■ Indexes encryption for the encrypted tables
■ Encryption enforcement
■ KMS integration (KMIP, Secrets Engine kv2) 
■ Online key rotation

● Beta feature(s)
○ WAL encryption (Beta)

Planned for GA
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RC2 is out next week! 

8https://percona.community/blog/2025/05/08/progress-report-on-pg_tde-ga-extension-is-nearer-every-day/

https://percona.community/blog/2025/05/08/progress-report-on-pg_tde-ga-extension-is-nearer-every-day/
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pg_crypto

Lesson learned during work on TDE: 
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PostgreSQL already has data 
in transit encryption: TLS/SSL

Users don’t understand security

NO, pg_crypto is not TDE
https://www.postgresql.org/docs/current/ssl-tcp.html

https://www.postgresql.org/docs/current/ssl-tcp.html
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Try it out!
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Percona PostgreSQL 
GitHub Repo Nightly builds repo
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Thanks for attention and hope to see you encrypted!
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